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24 June 2026

TERMS OF REFERENCE
[bookmark: _Hlk233291801][bookmark: _Hlk223360733][bookmark: _Hlk233198026][bookmark: _Hlk233289628]Supply and Deployment of Cybersecurity and Authentication Solutions
 for SAPO IT Infrastructure 
[bookmark: General_background_]General background
[bookmark: _Hlk223359606]The EU Anti-Corruption Initiative in Ukraine (EUACI) is the European Union’s technical support program in the area of anti-corruption in Ukraine, financed by the European Union, the United Kingdom International Development, and co-financed and implemented by the Ministry of Foreign Affairs of Denmark. The overall objective of the EUACI is to achieve significant progress in preventing and countering corruption, ensuring the coherence and systemic anti-corruption activities of state and local self-government bodies, and to empower civil society and citizens to contribute to the combatting of corruption, as well as the proper process of Ukraine’s post-war recovery. The program runs till April 2027.
The Specialized Anti-Corruption Prosecutor’s Office (SAPO) is one of the key EUACI’s partner. SAPO is now an independent legal entity and is transitioning its IT infrastructure from the Prosecutor General’s Office. Under its 2026–2028 Development Strategy, it is building a standalone, integrated IT environment, introducing internal digital services, and strengthening IT governance through proper licensing and certification.
In 2025–2026, the EUACI supported the deployment of SAPO’s IT infrastructure, including a new network, server cluster, structured cabling system, cooling, UPS systems, and core enterprise services. End-user migration to the new environment is currently underway.
The next step is implementing cybersecurity and authentication solutions, including software, licenses, and technical support to ensure secure, uninterrupted operations and protection against modern cyber threats. Based on the existing architecture, these solutions should be implemented using the deployed Fortinet/FortiGate infrastructure, with proper licensing, updates, and vendor support.
The procurement covers Fortinet-based cybersecurity tools, including FortiGate 200F licenses, multi-factor authentication, OTP software, endpoint protection, network access control, and 24×7 vendor support for at least 12 months, as specified in the TOR.
This will strengthen system security, enable centralized security management, improve access control, and ensure faster incident response while meeting modern cybersecurity standards.
Given SAPO’s budget constraints and the goal of full IT independence, SAPO requests the EUACI support for this procurement. The EUACI is seeking an experienced consultant to support implementation of the project.
[bookmark: Objective_]Objective
[bookmark: Scope_of_work_][bookmark: _Hlk223359657]The objective of the project is to strengthen the cybersecurity and operational resilience of SAPO’s independent IT infrastructure through the acquisition, deployment, and technical support of Fortinet-based security and authentication solutions. 
The project aims to ensure secure access to information systems, protect critical digital assets from evolving cyber threats, enable centralized security management, and maintain uninterrupted operation of SAPO’s IT environment by leveraging and enhancing the existing Fortinet infrastructure in a cost-effective and sustainable manner.
Scope of work and Deliverables
The project will support the completion of SAPO’s independent IT infrastructure by procuring, deploying, and commissioning cybersecurity and authentication solutions based on the existing Fortinet ecosystem. The scope includes:
1. Procurement and delivery of the required software, licenses, and manufacturer-provided service technical support in accordance with the approved Technical Specifications (TOR).
2. Provision of subscription licenses and security services for the existing FortiGate 200F firewall, including access to signature updates, security intelligence, software upgrades, and 24×7 technical support.
3. Deployment and configuration of a secure and multi-factor authentication (MFA) solution, including mobile one-time password (OTP) capabilities for authorized users.
4. Deployment and configuration of endpoint protection software to safeguard user devices against malware and other cyber threats.
5. Deployment and configuration of a network access control (NAC) solution to enable secure identification of users and devices and enforce access policies across the network.
6. Integration of all procured solutions with SAPO’s existing Fortinet-based infrastructure and directory services to ensure centralized management and interoperability.
7. Testing, validation, and commissioning of the implemented solutions to confirm compliance with the technical requirements and operational readiness.
8. Provision of manufacturer-backed warranty and support services in accordance with the contractual and technical requirements.
[bookmark: Deliverables_][bookmark: Team_composition_and_qualifications_][bookmark: Budget,_timeframe,_and_location_]Budget, timeframe, and location
The maximum budget for the assignment all included may not exceed EUR 33,000. The Tenderer’s financial proposal shall include all costs for a fee and project-related reimbursable expenses.
The assignment will start following a notification issued by the EUACI, but not earlier than the date of signing the contract between the EUACI and the Supplier. The tentative start date is 31 July 2026. All activities envisaged under this contract shall be completed with a total duration of up to 3 months. The project activities are expected to take place at SAPO’s premises in Kyiv.
The consultant may request an advance payment of up to 30% of the total cost upon contract signing. The remaining 70% will be paid after the goods and services are delivered in accordance with the requirements outlined in the Scope of Work and Deliverables of this TOR.
All payments are subject to verification of deliverable completion and approval by both SAPO and the EUACI.
[bookmark: Reporting_and_management_]Reporting and management
The performance of the Contractor will be judged upon reaching the purpose of this contract as well as obtaining its results, as indicated in the section Objective and Deliverables herein respectively. Moreover, the performance of the Contractor will be judged upon the successful implementation of all the specific activities indicated in section Scope of work of this document.
By signing the contract, the Consultant agrees to hold in trust and confidence any information or documents disclosed to the Consultant or discovered by the Consultant or prepared by the Consultant in the course of or as a result of the implementation of the contract, and agrees that it shall be used only for the contract implementation and shall not be disclosed to any third party. The Consultant also agrees not to retain copies of any written information or prototypes in its archive and for its use.
In the period until acceptance, the EUACI, Contractor, and SAPO will hold regular project group meetings to exchange information and seek to clarify any questions of whatsoever nature. The purpose of the project group meetings is to ensure follow-up on any activities between the meetings, and to maintain a common overview of the current stage of the project at a detailed level, based on the applicable detailed schedule, and to ensure the day-to-day progress.
[bookmark: How_to_apply_]How to apply
The deadline for submitting the proposals is 24 July 2026, 17.00 Kyiv time. All interested companies should submit:
· Filled and signed Appendix 1: Forms for Letter of Tender
The proposal shall include the aforementioned information and should be submitted within the above deadline to serkon@um.dk CC to EUACI@um.dk indicating the subject line: SAPO Fortinet.
Bidder will receive an auto-reply from the EUACI@um.dk mailbox when the offer has been received. If you do not receive an auto-reply, your offer was not received and you should contact the EUACI by phone.
Bidding language: English.
Any clarification questions regarding the bid request should be addressed to  serkon@um.dk, not later than 17 July 2026 17.00 Kyiv time.
[bookmark: Evaluation_criteria_]Evaluation criteria
The key selection criteria for the supplier are:
· Compliance of a supplier with requirements outlined in Appendix 1.
· Compliance of the software with the technical specifications outlined in Appendix 1.
· Best price.


[bookmark: Appendix_2:_Forms_for_Letter_of_Tender_][bookmark: _Appendix_1:_Forms]Appendix 1: Forms for Letter of Tender
The tenderer must fill in fields marked with yellow and sign this Appendix 1 before submission. 
1. [bookmark: _Toc516849651]Tenderer (Supplier if contract is concluded)
The request to participate is submitted by the following:
	Name
	[insert name of company]

	Street and number
	[insert postal address]

	Postcode
	[insert postal code]

	City
	[insert city]

	Country
	[insert country]

	VAT number (or national identification number)
	[insert number]

	Internet address
	[insert URL of the company’s website]

	Contact person
	[insert name of contact person]

	E-mail
	[insert e-mail of contact person]


2. [bookmark: _Hlk189665532][bookmark: _Hlk189665551]Economic and Financial standing:
	Description
	Amount

	Average yearly turnover
In the last financial year available (where the tenderer can present annual reports), the tenderer has had the following average turnover.
	
EUR [insert amount]
Last financial year: [insert year]
Year before last financial year: [insert year]


3. Requirements to a Supplier:
· [bookmark: _Hlk233190071]The company must be officially registered in accordance with Ukrainian law.
· No grounds for refusal to participate in public procurement (in accordance with Ukrainian law).
· Experience in implementing complex infrastructure solutions in the public, law enforcement or corporate sector would be an advantage.
· The bidder shall hold registered partner status with the hardware manufacturer.
· The bidder shall appoint at least two certified experts holding certified Fortinet Certified Fundamentals in Cybersecurity level or similar. Copies of the relevant certifications shall be provided. All certifications must remain valid throughout the contract period.
· The bidder shall provide documents confirming the bidder's partnership (cooperation) with the manufacturer of the product or with the official representative of the manufacturer, stating that the bidder is an authorized partner or official representative of the manufacturer with the right to sell the original product respectively, namely: an original or copy of a letter from the manufacturer of the product/official representative of the manufacturer regarding the authorization of the bidder and/or recognition of him as the official representative of the manufacturer, as well as that the product offered (sold) by the bidder is genuine.
· The equipment must be imported into Ukraine through official distribution channels and covered by the manufacturer’s warranty service. The EUACI reserves the right to verify serial numbers with the local manufacturer’s office and reject deliveries originating from unauthorized supply channels.
· The equipment shall be manufactured in countries that are not subject to trade restrictions under the international trade agreements recognized by the Government of Ukraine.
· Failure to meet the minimum requirements may result in rejection of the tender or termination of the contract in accordance with contractual provisions.
4. Description of the supplier’s proposal:
	#
	Description
	Qty
	Price per unit, EUR (excl. VAT)
	Total amount, EUR (excl. VAT)

	1
	FortiGate-200F 1 Year Unified Threat Protection (UTP) (IPS, Advanced Malware Protection, Application Control, URL, DNS & Video Filtering, Antispam Service, and FortiCare Premium)
	1
	To be filled out by Supplier
	To be filled out by Supplier

	2
	Software instance 
Endpoint-based Licenses - EPP/ATP (On Premise Deployments) 1 Year FortiClient EPP/ATP Subscription for 25 endpoints, Includes VPN/ZTNA Agent, EPP/ATP on-prem EMS with FortiCare Premium
	4
	To be filled out by Supplier
	To be filled out by Supplier

	3
	Software instance
FortiTokenMobile (Electronic License) Software one-time password (OTP) tokens for iOS, Android and Windows devices. License registered to a single Fortinet appliance (non-transferrable), enabling provision of tokens for up to 100 distinct users.
	1
	To be filled out by Supplier
	To be filled out by Supplier

	4
	Software Instance
FortiAuthenticator - VM License VM Base License supports 100 users. Expand user support to 1 million plus users by using FortiAuthenticator VM Upgrade License. Unlimited vCPU. Supporting VMware ESXi / ESX, Microsoft Hyper-V, Linux Kernel-based Virtual Machine (KVM) on Virtual Machine Manager and QEMU 2.5.0, and Xen Virtual Machine platforms
	1
	To be filled out by Supplier
	To be filled out by Supplier

	5
	Software Instance FortiAuthenticator - VM License FortiAuthenticator-VM 100 users license upgrade
	1
	To be filled out by Supplier
	To be filled out by Supplier

	6
	Software Instance FortiAuthenticator - VM License 1 Year FortiCare Premium Support (1 - 500 USERS)
	1
	To be filled out by Supplier
	To be filled out by Supplier

	7
	Software Instance
FortiNAC Control and Application Extended-VM FortiNAC Control and Application next-gen VM Server supports up to 50000 endpoint devices. Supporting VMware ESXi / ESX, Microsoft Hyper-V, Linux Kernel-based Virtual Machine (KVM), Nutanix and Cloud providers Amazon AWS, Microsoft Azure, Google GCP, Oracle OCI and Alibaba Cloud
	1
	To be filled out by Supplier
	To be filled out by Supplier

	8
	Software Instance
FortiNAC Control and Application Extended-VM 1 Year FortiCare Premium Support
	1
	To be filled out by Supplier
	To be filled out by Supplier

	9
	Software instance
FortiNAC-Subscription License 1 Year FortiNAC Subscription PLUS License for 100 concurrent endpoint devices. Provides Endpoint visibility and Dynamic VLAN Steering, Advanced Network Access Controls and automated provisioning for users, guests, and devices
	1
	To be filled out by Supplier
	To be filled out by Supplier

	10
	Services on deploying and configuring the system
	-
	To be filled out by Supplier
	To be filled out by Supplier

	Total amount, EUR (excl. VAT)
	To be filled out by Supplier


All prices are stated in Euro (EUR) net of value-added tax (VAT) and include all other customs duties, taxes and charges. The EUACI has a VAT exemption as an international technical assistance program. The EUACI Procurement Plan and Registration Card are available on the official website of the Cabinet of Ministers of Ukraine.
5. Signature
I, the undersigned, hereby declare that:
· I am empowered to represent the tenderer with mandate to establish a legal obligation on behalf of the tenderer in relation to the Buyer.
· I have familiarised myself with the information available to date concerning this tender procedure.
· The submitted tender is fully compliant with all requirements.
· The submitted tender will be deemed to be the property of the Buyer.
	Name
	[insert name of the undersigned]

	Position
	[insert position of the undersigned]

	Date
	[insert date]

	Signature
	[insert signature]
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