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29 June 2026

TERMS OF REFERENCE
[bookmark: _Hlk233291801][bookmark: _Hlk223360733][bookmark: _Hlk233198026]Supply and Deployment of 
Virtualisation, Backup and Server Management Solutions for SAPO
[bookmark: General_background_]General background
[bookmark: _Hlk223359606]The EU Anti-Corruption Initiative in Ukraine (EUACI) is the European Union’s technical support program in the area of anti-corruption in Ukraine, financed by the European Union, the United Kingdom International Development, and co-financed and implemented by the Ministry of Foreign Affairs of Denmark. The overall objective of the EUACI is to achieve significant progress in preventing and countering corruption, ensuring the coherence and systemic anti-corruption activities of state and local self-government bodies, and to empower civil society and citizens to contribute to the combatting of corruption, as well as the proper process of Ukraine’s post-war recovery. The program runs till April 2027.
The Specialized Anti-Corruption Prosecutor’s Office (SAPO) is one of the key EUACI’s partner. SAPO is now an independent legal entity and is transitioning its IT infrastructure from the Prosecutor General’s Office. Under its 2026–2028 Development Strategy, it is building a standalone, integrated IT environment, introducing internal digital services, and strengthening IT governance through proper licensing and certification.
[bookmark: Objective_]The EUACI is supporting SAPO in establishing an independent IT infrastructure following its separation from the Prosecutor General's Office. As part of the SAPO Development Strategy, a modern server cluster based on Dell PowerEdge servers has already been deployed with the EUACI support. The next phase is to complete the software platform required for its production operation.
The project includes the supply, deployment, and integration of a virtualisation platform, data backup and disaster recovery solution, and enterprise licenses for remote server management. These solutions will enable centralised management of server resources, high availability of information systems, reliable data protection and recovery, secure remote administration, and enhanced cyber resilience.
The supply also includes software installation, configuration, integration with SAPO's existing IT environment, official vendor technical support, and access to software updates and security patches.
Completion of this project is critical for commissioning SAPO's independent IT infrastructure, ensuring the continuity, reliability, scalability, and security of its information systems, and supporting the institution's operational independence. Due to state budget constraints, SAPO has requested the EUACI's support for acquisition these solutions. To implement the project, the EUACI is seeking an experienced consultant to deliver the required scope of work.
Objective
[bookmark: Scope_of_work_][bookmark: _Hlk223359657]The objective of the project is to complete the deployment of an independent, secure, and resilient IT infrastructure for SAPO by equipping its newly established server environment with the software solutions required for virtualization, data backup and disaster recovery, and remote server management. 
The project will enable the production operation of SAPO's independent IT infrastructure, ensure the continuity, reliability, and cybersecurity of its critical information systems, and support the institution's operational independence and long-term digital transformation in line with the SAPO Development Strategy.
Scope of work and Deliverables
[bookmark: Deliverables_][bookmark: Team_composition_and_qualifications_][bookmark: Budget,_timeframe,_and_location_]The Consultant shall supply, deploy, configure, integrate, test, and commission the software solutions required for SAPO's independent IT infrastructure in accordance with the Technical Specifications.
The scope of work includes:
· Supply of software instances for the virtualisation platform, virtual infrastructure management, backup and disaster recovery solution, and enterprise management.
· Installation, configuration, and integration of all software with SAPO's existing IT infrastructure.
· Configuration of backup, monitoring, security, and remote server management functions.
· Functional testing, validation, and commissioning of the deployed solutions.
· Provision of necessary technical documentation, administrator training, and knowledge transfer.
· Delivery of manufacturer technical support, software updates, and security patches for the required support period.
Budget, timeframe, and location
The maximum budget for the assignment all included may not exceed EUR 33,000. The Tenderer’s financial proposal shall include all costs for a fee and project-related reimbursable expenses.
The assignment will start following a notification issued by the EUACI, but not earlier than the date of signing the contract between the EUACI and the Supplier. The tentative start date is 31 July 2026. All activities envisaged under this contract shall be completed with a total duration of up to 3 months. The project activities are expected to take place at SAPO’s premises in Kyiv.
The consultant may request an advance payment of up to 30% of the total cost upon contract signing. The remaining 70% will be paid after the goods and services are delivered in accordance with the requirements outlined in the Scope of Work and Deliverables of this TOR.
All payments are subject to verification of deliverable completion and approval by both SAPO and the EUACI.
[bookmark: Reporting_and_management_]Reporting and management
The performance of the Contractor will be judged upon reaching the purpose of this contract as well as obtaining its results, as indicated in the section Objective and Deliverables herein respectively. Moreover, the performance of the Contractor will be judged upon the successful implementation of all the specific activities indicated in section Scope of work of this document.
By signing the contract, the Consultant agrees to hold in trust and confidence any information or documents disclosed to the Consultant or discovered by the Consultant or prepared by the Consultant in the course of or as a result of the implementation of the contract, and agrees that it shall be used only for the contract implementation and shall not be disclosed to any third party. The Consultant also agrees not to retain copies of any written information or prototypes in its archive and for its use.
In the period until acceptance, the EUACI, Contractor, and SAPO will hold regular project group meetings to exchange information and seek to clarify any questions of whatsoever nature. The purpose of the project group meetings is to ensure follow-up on any activities between the meetings, and to maintain a common overview of the current stage of the project at a detailed level, based on the applicable detailed schedule, and to ensure the day-to-day progress.
[bookmark: How_to_apply_]How to apply
The deadline for submitting the proposals is 24 July 2026, 17.00 Kyiv time. All interested companies should submit:
· Filled and signed Appendix 1: Forms for Letter of Tender
The proposal shall include the aforementioned information and should be submitted within the above deadline to serkon@um.dk CC to EUACI@um.dk indicating the subject line: SAPO Server Software.
Bidder will receive an auto-reply from the EUACI@um.dk mailbox when the offer has been received. If you do not receive an auto-reply, your offer was not received and you should contact the EUACI by phone.
Bidding language: English.
Any clarification questions regarding the bid request should be addressed to  serkon@um.dk, not later than 17 July 2026 17.00 Kyiv time.
[bookmark: Evaluation_criteria_]Evaluation criteria
The key selection criteria for the supplier are:
· Compliance of a supplier with requirements outlined in Appendix 1.
· Compliance of the software with the technical specifications outlined in Appendix 1.
· Best price.


[bookmark: Appendix_2:_Forms_for_Letter_of_Tender_][bookmark: _Appendix_1:_Forms]Appendix 1: Forms for Letter of Tender
The tenderer must fill in fields marked with yellow and sign this Appendix 1 before submission. 
1. [bookmark: _Toc516849651]Tenderer (Supplier if contract is concluded)
The request to participate is submitted by the following:
	Name
	[insert name of company]

	Street and number
	[insert postal address]

	Postcode
	[insert postal code]

	City
	[insert city]

	Country
	[insert country]

	VAT number (or national identification number)
	[insert number]

	Internet address
	[insert URL of the company’s website]

	Contact person
	[insert name of contact person]

	E-mail
	[insert e-mail of contact person]


2. [bookmark: _Hlk189665532][bookmark: _Hlk189665551]Economic and Financial standing:
	Description
	Amount

	Average yearly turnover
In the last financial year available (where the tenderer can present annual reports), the tenderer has had the following average turnover.
	
EUR [insert amount]
Last financial year: [insert year]
Year before last financial year: [insert year]


3. Requirements to a Supplier:
· [bookmark: _Hlk233190071]The company must be officially registered in accordance with Ukrainian law.
· No grounds for refusal to participate in public procurement (in accordance with Ukrainian law).
· Experience in implementing complex infrastructure solutions in the public, law enforcement or corporate sector would be an advantage.
· The bidder shall hold registered partner status with the hardware manufacturer.
· The bidder shall appoint the certified experts holding Dell Technologies Server (Dell Technologies SE Server) certificate and VMware Certified Professional (VCP). Copies of the relevant certifications shall be provided. All certifications must remain valid throughout the contract period.
· The bidder shall provide documents confirming the bidder's partnership (cooperation) with the manufacturer of the product or with the official representative of the manufacturer, stating that the bidder is an authorized partner or official representative of the manufacturer with the right to sell the original product.
· Failure to meet the minimum requirements may result in rejection of the tender or termination of the contract in accordance with contractual provisions.
4. Buyer’s Requirements for the Software Instances:
	#
	Name, specifications and requirements

	1
	Server management and remote administration platform:

	1.1
	Control and monitoring functions
	· Collecting statistics from the server;
· Monitoring its power supply and temperature, the state of the server components both before and after loading the operating system (without the need to install agents in the operating system);
· Call-home (independent connection to the support site for automatic notifications about the status, configuration changes, failure);
· Automatic informing the administrator about all failures and forecasts of malfunctions of the disk subsystem, memory modules, power supplies, fans and processors via e-mail or displaying a message on the administrator console;
· Displaying inventory information about installed server components, including information about installed versions of server component microcode, information about MAC addresses of network controllers, including virtual ones.
Availability of a virtual console with the functionality:
· Access to the graphical console of servers via a browser and to the text console via a terminal emulator;
· Saving the output of the graphical console and the text output of the text console with the playback function for diagnostics;
· Connecting to the servers of local media of the control station (both physical media and CD/DVD images or file system directories);
· The presence of a secure connection with the control processor using SSL, AES, certificates;
· The ability to integrate with Active Directory for access authorization;
· Remote reboot, turn on / off servers (including booting from a virtual optical disk);
· The ability to transfer the control module to the mode of prohibiting any changes to the server configuration, such as BIOS settings, microcode updates, control module settings;
· Remote interception of the server management console (virtual console): screen, keyboard and coordinate-graphic pointer both at the stage of loading servers and during the operation of operating systems.
The virtual console must be able to control the power supply of servers, the ability to specify the boot device, with simultaneous connection of up to 6 users and interaction in the messaging mode.
The virtual console must support work using a web browser and the HTML5 standard, without the need to use Java and ActiveX plugins.
Internal software protection (microcode and initial boot):
· All microcode must have a digital signature of the manufacturer;
· The presence of an internal digital secret key, by which the control processor microcode is controlled at the hardware level, and the control processor in turn checks the signatures of all server microcode;
· The ability to safely check the integrity and immutability of server component microcode update packages at the update preparation stage;
· The presence of a separate protected internal repository of base microcode, for recovery in case of damage or unauthorized modification of microcode;
· Support for the operating system secure boot mechanism;
· One-button secure device data wipe feature designed for decommissioning/repurposing servers.
The management module must support the ability to manage a group of equivalent servers.

	1.2
	Warranty and Service
	All remote control and monitoring functionality must be provided with technical support from the manufacturer during the period of active service support of the servers on which the remote-control module update has been activated.

	2
	Software instance for virtualisation system (the virtualization system software must support a total of at least 72 cores on the physical processors of the virtualization servers):

	2.1
	Hypervisor:

	· Installation of the hypervisor on bare metal;
· Absence of a general-purpose base OS in the hypervisor;
· Support for 32- and 64-bit guest operating systems (OS) running on servers of standard x86 architecture;
· Ability to combine physical servers into a high-availability cluster of up to 96 nodes, with automatic restart of the VM in case of failure of a physical server;
· Ability to combine physical servers into a cluster to ensure constant availability of a virtual machine with up to 2 virtual processors, even in case of failure of a physical server;
· Preservation of the cluster service in case of failure of more than half of the servers;
· Support for host servers with up to 896 logical cores;
· Support for host servers with up to 24 TB of memory;
· Enables the use of the Windows XP Mode feature and similar features for guest OSes.

	
	Memory management subsystem:

	· Support for advanced mechanisms for optimizing the physical host's RAM (memory page deduplication, dynamic allocation, offloading to a file on disk, compression);
· Simultaneous use of vNUMA technology and mechanisms for optimizing the use of server RAM.

	
	Storage subsystem:

	· Use of a specialized cluster file system to optimize work with virtual machines and reduce costs for managing virtual machine disk placement;
· Ability to create low-level storage for virtual machines, with which operations at the array level are allowed: disk-level snapshots, replication, deduplication, cloning;
· Ability to manage storage based on virtual machine storage policies;
· Support for storage volumes up to 64 TB;
· Support for data transfer over the Fiber Channel protocol, including all elements of the storage network, at speeds up to 32 Gbit / s;
· Support for a software FCoE adapter that can work with a network adapter with partial support for FCoE transfer operations.
· Support for replication of virtual machine data between storages over a LAN or WAN using built-in virtualization system tools;

	
	Subsystem for interaction with the data transmission network:

	· Support for virtual switches with Port Groups, Traffic Shaping and VLAN technologies;
· Support for monitoring using the SNMP v3 protocol;
· Support for network cards with data transfer speeds up to 100 Gbit / s.
· Support for configuring one or more virtual network adapters VNIC in each virtual machine. Each of these network interfaces can have its own IP address and even its own MAC address;
· Support for network adapter pooling for load sharing and redundancy.
· Support for creating virtual switches connecting virtual machines.
· Support for configuring 802.1q virtual LANs that are compatible with standard implementations of virtual LANs from other vendors.

	
	Virtual machine requirements:

	· Support for creating virtual machines with at least 24 TB of RAM;
· Support for at least 768 virtual processors for one virtual machine (VM);
· Ability to distribute VM virtual processors across virtual sockets, create multi-core virtual processors for individual VMs;
· Ability to create snapshots of the VM state (both for the one that is running and for the one that is stopped) with the ability to specify the maximum number of snapshots for the virtual machine;
· "Hot" adding and increasing the size of virtual disks for the running guest OS. Hot-swapping disks from a virtual machine configuration;
· Support for virtual machine disks up to 62 TB;
· Ability to directly connect a storage volume to a VM;
· Support for USB devices (including version 3.0) in virtual machines;
· Ability to directly connect PCI / PCIe devices of a physical server to a VM;
· Creation of virtual machines with dynamically expanding disks (allocation of space as it is filled);
· Support for NPIV technology.

	
	Additional features:
	· Support for creating a hierarchical structure of computing resource pools (CPU / RAM) of physical servers with priority assignment or allocated reserve by resources;
· Migration of VMs between storage systems without downtime with support for migration of multiple VMs at the same time;
· Migration of VMs between virtual switches without downtime;
· Centralized license management;
· Centralized update of hypervisors and components of the management system without the need for manual transfer of VMs;
· Multi-level user access, with the ability to assign access rights and access permissions for each subsystem separately;
· Support for VM templates with the ability to define VM settings when deploying from a template;
· Management system with support for notifications and task automation;
· Availability of a web client as a means of centralized management of the virtual infrastructure;
· Ability to connect an antivirus module that works in conjunction with the virtualization layer;
· Availability of a software interface for integration with backup systems from other manufacturers.

	2.2
	Virtual environment management software
	Virtual environment management software must meet the following requirements:
· Ability to install and operate a server on a virtual machine in a production environment without restrictions;
· Support for managing at least 2,500 hypervisors per control centre;
· Management of at least 40,000 running virtual machines, support for at least 45,000 virtual machines per control centre;
· Support for combining at least 15 management servers into a single console;
· Single Sign-One mechanism - single user authentication for various management services;
· Support for simultaneous connection of at least 100 clients to the management server using a web client, without the need to install local software;
· Setting roles and permissions at the level of virtual infrastructure hierarchy objects: virtual machines, resource pools, servers, etc.;
· Deployment of services using virtual application objects;
· Centralized management of all license keys in a single interface;
· Continuous monitoring of availability and utilization rates of physical servers and virtual machines using a single interface;
· Export of data in HTML and Excel formats for integration with other reporting tools and offline analysis;
· Ability to assign arbitrary labels to objects of the virtual infrastructure hierarchy, use labels to search and group objects;
· Installation of the management centre in the form of a ready-made service, delivered in the form of a virtual machine.
· Availability of a built-in certificate centre for organizing secure communication between components.

	2.3
	Software Support Requirements
	· The first line of software support must be provided by the software manufacturer;
· For all software components, 24/7 support must be provided by the manufacturer for a period of at least 1 year;
· Guaranteed initial response time to a critical problem request of more than 30 minutes;
· The software must support the ability to install on any equipment from the manufacturer's list of compatible equipment;
· Initial contact with the support service must be provided using the software manufacturer's tools, namely:
· Software manufacturer's technical support web portal;
· Phone number specified on the software manufacturer's web portal;
· The Customer must have access to the software manufacturer's portal to perform the following actions:
· license key management (merging, splitting, downgrading, upgrading);
· downloading distributions that correspond to purchased software subscriptions;
· creation of service requests by the Customer on his own behalf.

	3
	Software instance for data backup and recovery system:

	3.1
	General Requirements
	· The solution must be a single platform for data backup and recovery.
· The software must be new, unused and licensed, with technical support included for a period of at least 12 months.
· Delivery must be made through official manufacturer channels.
· Licensing model: Perpetual.
· Number of licenses: 2
· Scope: Each license must cover 10 instances of virtual machines or other workloads such as physical server, workstation, virtual machines, cloud hosting, SAP/Oracle plugins or NAS storage

	3.2
	Environment Support
	Virtual Environment Support:
· VMware vSphere;
· Microsoft Hyper-V;
· Nutanix AHV.
Physical Environment Support:
• Microsoft Windows Server;
• Linux.
Cloud Platform Support:
• Microsoft Azure;
• Amazon Web Services (AWS);
• Google Cloud.

	3.3
	Backup Functionalities
	· Backup at the level of virtual machine images (hereinafter referred to as VMs).
· Agentless backup for virtual environments.
· Backup of physical servers using agents.
· Support for hot backup without stopping services.
· Ensuring consistency of application systems.
· Incremental backup.
· Creation of synthetic full backups.
· Data deduplication and compression.
· Backup encryption.
· NAS backup (SMB, NFS).
· Scalability of the backup system.
· Support for backup directly to object storage (Object Storage).
· Support for backup to S3-compatible storage.

	3.4
	Data Recovery

	· Instant recovery of virtual machines (Instant Recovery).
· File-level recovery.
· Application object recovery:
· Microsoft Exchange; Microsoft SQL Server;
· Microsoft Active Directory.
• Granular recovery support.
• Cross-platform restore.
• Ability to verify the health of backups after creation.

	3.5
	Replication and Disaster Recovery
	• VM Replication.
• Support for disaster recovery scenarios using VM replicas.
• Ability to perform scheduled and failover to replicas.

	3.6
	Management
	• Centralized management through a single console.
• Role-based access model (RBAC).
• User action auditing.
• Integration with Active Directory or similar directory services.

	3.7
	Integrations
	• Integration with storage systems from leading manufacturers.
• Support for deduplication devices.
• Support for object storage.
• Ability to use immutable backup storage.

	3.8
	Security

	• Protect backups from unauthorized deletion and modification.
• Support for ransomware protection mechanisms.
• Backup isolation using immutable storage.
• Data encryption during transmission and storage.

	3.9
	Support and updates
	· Availability of official 24x7 technical support from the manufacturer.
· Access to software updates for at least 12 months.
· Access to official documentation and the manufacturer's knowledge base.

	3.10
	Additional requirements
	· The solution must be scalable.
· Support for modern versions of operating systems and platforms.
· High performance when working with large amounts of data.
· Minimal impact on productive systems during backup and recovery.


5. Description of the supplier’s proposal:
	#
	Description
	Qty
	Price per unit, EUR (excl. VAT)
	Total amount, EUR (excl. VAT)

	1
	Software Instance for server management and remote administration platform:
Dell iDRAC9 Enterprise 15G Customer Kit
	2
	To be filled out by Supplier
	To be filled out by Supplier

	2
	Software instance for virtualisation:
VMware vSphere Standard 8
	72
	To be filled out by Supplier
	To be filled out by Supplier

	3
	Software instance for data backup and recovery system:
Veeam Data Platform Foundation Universal Perpetual License. Includes Enterprise Plus Edition features. 10 instance pack. 1 Year of Production (24/7) Support is included. Public Sector.
	2
	To be filled out by Supplier
	To be filled out by Supplier

	4
	Services on deploying and configuring the system
	-
	To be filled out by Supplier
	To be filled out by Supplier

	Total amount, EUR (excl. VAT)
	To be filled out by Supplier


All prices are stated in Euro (EUR) net of value-added tax (VAT) and include all other customs duties, taxes and charges. The EUACI has a VAT exemption as an international technical assistance program. The EUACI Procurement Plan and Registration Card are available on the official website of the Cabinet of Ministers of Ukraine.
6. Signature
I, the undersigned, hereby declare that:
· I am empowered to represent the tenderer with mandate to establish a legal obligation on behalf of the tenderer in relation to the Buyer.
· I have familiarised myself with the information available to date concerning this tender procedure.
· The submitted tender is fully compliant with all requirements.
· The submitted tender will be deemed to be the property of the Buyer.
	Name
	[insert name of the undersigned]

	Position
	[insert position of the undersigned]

	Date
	[insert date]

	Signature
	[insert signature]
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