TERMS OF REFERENCE
[bookmark: _Hlk223360733][bookmark: _Hlk233198026][bookmark: _Hlk233156135]Supply and Deployment of a Secure Enterprise IP Telephony System for SAPO 
[bookmark: General_background_]General background
[bookmark: _Hlk223359606]The EU Anti-Corruption Initiative in Ukraine (EUACI) is the European Union’s technical support program in the area of anti-corruption in Ukraine, financed by the European Union, the United Kingdom International Development, and co-financed and implemented by the Ministry of Foreign Affairs of Denmark. The overall objective of the EUACI is to achieve significant progress in preventing and countering corruption, ensuring the coherence and systemic anti-corruption activities of state and local self-government bodies, and to empower civil society and citizens to contribute to the combatting of corruption, as well as the proper process of Ukraine’s post-war recovery. The program runs till August 2027.
The Specialized Anti-Corruption Prosecutor’s Office (SAPO) is one of the key EUACI’s partner and an independent legal entity separated from the Prosecutor General’s Office (PGO). As part of this separation, SAPO is establishing an independent IT infrastructure no longer hosted or supported by the PGO.
With the EUACI support, SAPO has completed a major upgrade of its IT infrastructure, including structured cabling system, network and server environments, and power and cooling systems. 
SAPO is currently finalizing the deployment of its independent enterprise core services such as directory and user management, email, and network security. The next step is the implementation of a modern, secure, and reliable enterprise IP telephony system.
To ensure compatibility with the existing architecture and provide a scalable, resilient communications platform, SAPO plans to deploy an enterprise level platform to support secure real-time voice communications, SIP and legacy telephony integration, advanced security mechanisms, and future expansion while maintaining high service availability and performance.
The implementation of this solution will strengthen SAPO’s operational resilience, enhance the security of voice communications, and complete a key component of its independent IT infrastructure. SAPO requested the EUACI support for the supply, deployment, and commissioning of the enterprise IP telephony system.
To this end, the EUACI is seeking a qualified system integrator to deliver the project in accordance with the technical requirements and industry best practices.
[bookmark: Objective_]Objective
[bookmark: Scope_of_work_][bookmark: _Hlk223359657]The objective of the project is to strengthen SAPO’s operational resilience by deploying a modern, secure, and scalable enterprise IP telephony system that provides reliable voice communications, enhances information security, and integrates with its IT infrastructure.
The project will establish a resilient on-premises communications platform based on enterprise-level technologies and contribute to building an independent, sustainable, and future-ready communications environment for SAPO.
Scope of work
The selected contractor shall be responsible for the supply and deployment of a secure enterprise IP telephony system for SAPO based on the approved technical architecture.
The scope of work shall include, but not be limited to:
· Supply of the required hardware, software licenses, and related components in accordance with the technical specifications (Appendix 1).
· Installation and configuration of an IP telephony platform.
· Integration of the solution with SAPO’s existing enterprise IT environment and telecommunications infrastructure.
· Configuration of secure voice services, SIP connectivity, call routing, and associated security mechanisms.
· Testing, validation, and commissioning of the implemented solution to ensure compliance with functional and performance requirements.
· Preparation of technical documentation and knowledge transfer to SAPO IT personnel.
· Provision of warranty and vendor-supported maintenance services in accordance with the technical requirements.
The implementation shall follow industry best practices and ensure a secure, reliable, and scalable communications environment for SAPO.
[bookmark: Deliverables_]Deliverables
The contractor shall deliver the following:
1. Enterprise IP Telephony Solution:
· Supply and deployment of the required hardware, software licenses, and related components in accordance with the approved technical specifications.
2. Installed and Configured System:
· A fully installed, integrated, configured, and operational IP telephony platform, including secure voice services and SIP connectivity.
3. Tested and Commissioned Environment:
· Successful completion of system testing, validation, and commissioning, demonstrating compliance with the agreed technical and functional requirements.
4. Technical Documentation:
· Delivery of configuration documentation, network diagrams, implementation records, and operational guidelines for the deployed solution.
5. Knowledge Transfer:
· Training and handover sessions for SAPO IT personnel covering system administration, operation, and basic troubleshooting.
6. Warranty and Support: 
· Provision of manufacturer-backed warranty and support services in accordance with the contractual and technical requirements.
[bookmark: Team_composition_and_qualifications_][bookmark: Budget,_timeframe,_and_location_]Budget, timeframe, and location
The maximum budget for the assignment all included may not exceed EUR 30,000. The Tenderer’s financial proposal shall include all costs for a fee and project-related reimbursable expenses.
The assignment will start following a notification issued by the EUACI, but not earlier than the date of signing the contract between the EUACI and the Supplier. The tentative start date is 15 August 2026. All activities envisaged under this contract shall be completed with a total duration of up to 3 months. The project activities are expected to take place at SAPO’s premises in Kyiv.
The consultant may request an advance payment of up to 30% of the total cost upon contract signing. The remaining 70% will be paid after the goods and services are delivered in accordance with the requirements outlined in the Scope of Work and Deliverables of this TOR.
All payments are subject to verification of deliverable completion and approval by both SAPO and the EUACI.
[bookmark: Reporting_and_management_]Reporting and management
The performance of the Contractor will be judged upon reaching the purpose of this contract as well as obtaining its results, as indicated in the section Objective and Deliverables herein respectively. Moreover, the performance of the Contractor will be judged upon the successful implementation of all the specific activities indicated in section Scope of work of this document.
By signing the contract, the Consultant agrees to hold in trust and confidence any information or documents disclosed to the Consultant or discovered by the Consultant or prepared by the Consultant in the course of or as a result of the implementation of the contract, and agrees that it shall be used only for the contract implementation and shall not be disclosed to any third party. The Consultant also agrees not to retain copies of any written information or prototypes in its archive and for its use.
In the period until acceptance, the EUACI, Contractor, and SAPO will hold regular project group meetings to exchange information and seek to clarify any questions of whatsoever nature. The purpose of the project group meetings is to ensure follow-up on any activities between the meetings, and to maintain a common overview of the current stage of the project at a detailed level, based on the applicable detailed schedule, and to ensure the day-to-day progress.
[bookmark: How_to_apply_]How to apply
The deadline for submitting the proposals is 04 August 2026, 17.00 Kyiv time. All interested companies should submit:
· Filled and signed Appendix 1: Forms for Letter of Tender
The proposal shall include the aforementioned information and should be submitted within the above deadline to serkon@um.dk CC to EUACI@um.dk indicating the subject line: SAPO IP telephony system.
Bidder will receive an auto-reply from the EUACI@um.dk mailbox when the offer has been received. If you do not receive an auto-reply, your offer was not received and you should contact the EUACI by phone.
Bidding language: English.
Any clarification questions regarding the bid request should be addressed to  serkon@um.dk, not later than 27 July 2026 17.00 Kyiv time.
[bookmark: Evaluation_criteria_]Evaluation criteria
The key selection criteria for the supplier are:
· Compliance of a supplier with requirements outlined in Appendix 1.
· Compliance of the hardware and software with the technical specifications outlined in Appendix 1.
· Best price.


[bookmark: Appendix_2:_Forms_for_Letter_of_Tender_][bookmark: _Appendix_1:_Forms]Appendix 1: Forms for Letter of Tender
The tenderer must fill in fields marked with yellow and sign this Appendix 1 before submission. 
1. [bookmark: _Toc516849651]Tenderer (Supplier if contract is concluded)
The request to participate is submitted by the following:
	Name
	[insert name of company]

	Street and number
	[insert postal address]

	Postcode
	[insert postal code]

	City
	[insert city]

	Country
	[insert country]

	VAT number (or national identification number)
	[insert number]

	Internet address
	[insert URL of the company’s website]

	Contact person
	[insert name of contact person]

	E-mail
	[insert e-mail of contact person]


2. [bookmark: _Hlk189665532][bookmark: _Hlk189665551]Economic and financial standing:
	Description
	Amount

	Average yearly turnover
In the last financial year available (where the tenderer can present annual reports), the tenderer has had the following average turnover.
	
EUR [insert amount]
Last financial year: [insert year]
Year before last financial year: [insert year]


3. Technical Specifications
The Supplier is obliged to deliver the Goods in accordance with the Buyer’s requirements and the technical specifications. In case of conflict between the Buyer’s requirements and the Supplier’s Technical Specifications, the Buyer’s Requirements shall prevail.
1. [bookmark: _Ref516664603]
2. 
3. 
3.1. The Buyer’s Requirements
· [bookmark: _Hlk233190071]The company must be officially registered in accordance with Ukrainian law.
· At least 3–5 years of experience in providing IT infrastructure implementation and modernization services.
· No grounds for refusal to participate in public procurement (in accordance with Ukrainian law).
· Proven experience in implementing at least 2–3 projects involving the supply of a secure enterprise IP telephony system.
· Experience in implementing complex infrastructure solutions in the public, law enforcement or corporate sector would be an advantage.
· The bidder shall hold partner status with the hardware manufacturer.
· The bidder shall appoint at least two certified experts holding CCNP Enterprise or equivalent certifications. Copies of the relevant manufacturer-issued certifications shall be provided. All certifications must remain valid throughout the contract period.
· The bidder shall provide documentation confirming its partnership or authorization from the manufacturer or the manufacturer’s official representative, demonstrating that it is an authorized partner or official representative entitled to supply original products. Such documentation may include an original or bidder-certified copy of an authorization letter confirming that the products offered are genuine.
· The equipment must be imported into Ukraine through official distribution channels and covered by the manufacturer’s warranty service. The EUACI reserves the right to verify serial numbers with the local manufacturer’s office and reject deliveries originating from unauthorized supply channels.
· The equipment shall be manufactured in countries that are not subject to trade restrictions under the international trade agreements recognized by the Government of Ukraine.
· The proposal shall include a detailed list of all offered equipment, specifying full model names and all included modules.
· The proposed products must belong to a product line for which the manufacturer has not announced End of Sale (EOS), End of Support (EoS), or End of Life (EoL) as of the date of the procurement announcement.
· Failure to meet the minimum requirements may result in rejection of the tender or termination of the contract in accordance with contractual provisions.


[image: ]
3.2. 
2

3.3. The Supplier’s Technical Specifications 
Tenderer must provide a completed table detailing the technical, qualitative, and quantitative characteristics of the offered hardware/software in accordance with the Buyer’s requirements. The table must include the exact specifications of the proposed hardware / software.
The minimum technical requirements are provided in the table below:
	No.
	Minimum Requirement
	Offered Specification (Bidder)
	Compliance (Yes / No)
	Comments / Link / Datasheet Ref.

	1.
	IP PBX software products:
A-FLEX-NUPL-P level licenses – 150 units
	
	
	

	1.1
	Architecture:
	
	
	

	
	Software instance
	
	
	

	1.2
	VMware Support:
	
	
	

	
	Mandatory VMware environment support
	
	
	

	1.3
	Scalability:
	
	
	

	
	Support for up to 3,000 users per server cluster, subject to the availability of the required licenses.
	
	
	

	1.4
	Call Processing Architecture:
	
	
	

	
	Centralized call processing
	
	
	

	1.5 
	Number of trunks:
	
	
	

	
	Support for up to 2,000 trunks (H.323, MGCP, SIP)
	
	
	

	
	The proposal shall include the appropriate license for at least four (4) SIP trunks
	
	
	

	1.6
	IP PBX Functional Requirements
	
	
	

	
	Call Admission Control
· CAC (Call Admission Control)
· Static Call Admission Control
· Dynamic RSVP
	
	
	

	
	Voice and Telephony Features
· Fax over IP: G.711 pass-through
· Forced Authorization Codes (FAC) and Client Matter Codes (Account Codes)
· H.323 interface support for selected devices
· H.323 FastStart (incoming and outgoing)
· PLAR (Private Line Automatic Ringdown)
· Hunt groups: broadcast, circular, longest idle, linear, login, and logout
· DTMF support
· Programmable line key support
· PSTN failover with Automated Alternate Routing (AAR)
· Q.SIG support
· MGCP support
	
	
	

	
	Shared Resources
· Transcoder resources
· Conference bridge resources
· Media Termination Point (MTP)
· SIP CAC
· T.38 support (H.323, MGCP, and SIP)
· BFCP support
· SIP trunk and SIP endpoint support
	
	
	

	
	Standards Support
· CTI and SIP standards compliant with RFC 3261, RFC 3262, RFC 3264, RFC 3265, RFC 3311, RFC 3515, RFC 3842, RFC 2833, RFC 2976, RFC 3323, RFC 3325, RFC 3856, and RFC 3891.
	
	
	

	1.7
	License (Subscription) Term
	
	
	

	
	Licenses for the IP PBX software covering 150 users with a subscription period of 12 months.
	
	
	

	2.
	Router
	
	
	

	2.1
	General requirements:
	
	
	

	
	[bookmark: interfaces]Interfaces
· At least four (4) integrated 1 Gigabit Ethernet ports, including:
· 2 × 10/100/1000Base-T RJ-45 ports;
· 2 × 1 Gbps SFP ports.
· At least one expansion slot for additional network interface modules.
· At least one expansion slot for LTE interface modules.
	
	
	

	
	[bookmark: form-factor]Form Factor
· Rack-mountable in a standard 19-inch telecommunications cabinet.
· Occupies no more than 1U of rack space.
	
	
	

	
	[bookmark: memory]Memory
· Minimum 8 GB DRAM.
· Minimum 16 GB internal storage.
	
	
	

	
	[bookmark: performance-requirements]Performance Requirements
· IPv4 forwarding (1400-byte packets): at least 3.8 Gbps
· IPsec throughput (1400-byte packets): at least 1 Gbps
· Support for at least 4,000 ACLs
· Support for at least 1.6 million IPv4 routes
· Support for at least 4,000 VRFs
	
	
	

	2.2
	Routing Features
	
	
	

	
	Support for:
· RIP, OSPF, BGP, EIGRP, IS-IS, IGRP
· On-Demand Routing (ODR)
· PPP, Multi-Link PPP (MLP)
· EVPN
· Segment Routing
	
	
	

	
	Additional networking capabilities:
· NetFlow
· IPFIX
· Performance Monitoring
· Flexible Packet Matching (FPM)
· Bidirectional Forwarding Detection (BFD)
· LLDP
· ACL
· ARP
· DHCP
· Bridge Domain Interface (BDI)
· Control Plane Policing (CoPP)
· NAT
· DNS and Dynamic DNS
· NTPv4
· SCTP
· IEEE 802.1P and 802.1Q
· LACP
· PAgP
· EtherChannel
· Box-to-box High Availability
· FHRP
· GLBP
· NAT/PAT for IPv4 and IPv6
· Unicast Reverse Path Forwarding (uRPF)
· SPAN
· ERSPAN
· Connectivity Fault Management (IEEE 802.1ag)
· Carrier-Grade NAT (CGNAT)
	
	
	

	
	Quality of Service and Traffic Management:
· Modular QoS CLI (MQC), including classification, policing, remarking, and scheduling
· Hierarchical QoS (HQoS)
· Application Visibility and Control (AVC / SD-AVC)
· NBAR2 protocol recognition
· IP SLA Initiator
· Deep Packet Inspection
· Policy-Based Routing (PBR)
	
	
	

	
	Virtualization and Tunneling:
· Easy Virtual Network (EVN)
· VRF
· VRF-Lite
· Multi-VRF
· GRE tunnels
· Per-tunnel QoS
	
	
	

	
	IP SLA responder functions:
· Echo
· Jitter
· Path monitoring (ICMP, UDP, multicast)
· TCP Connect
· HTTP
· FTP
· DHCP
	
	
	

	2.3
	Security Features:
	
	
	

	
	Support for:
· Zone-Based Firewall
· IPS / Snort
· Public Key Infrastructure (PKI)
· Access Control Lists (ACL)
· Trustworthy Systems
· CHAP and PAP authentication
· Certificate Authority (CA)
	
	
	

	
	Encryption technologies:
· MACsec Key Agreement Protocol
· LAN MACsec (128-bit)
· WAN MACsec (128-/256-bit)
· IPsec (point-to-point)
· DMVPN
· GET VPN
· FlexVPN
	
	
	

	
	Additional protocols:
· PPPoE
· PPPoA (DSL)
· L2TPv2
· IEEE 802.1X
· RADIUS integration
· TACACS / TACACS+
· SHA-1
· SHA-2
· MD5
	
	
	

	2.4
	Management
	
	
	

	
	Support for:
· NETCONF / YANG
· Zero Touch Provisioning (PnP/ZTP)
· Embedded Event Manager (EEM)
· RESTCONF
· TACACS+
· AAA
· gNMI
· gRPC
	
	
	

	2.5
	Additional Requirements
	
	
	

	
	The router shall include an IPsec license providing at least 1 Gbps of encrypted throughput.
	
	
	

	2.6 
	Warranty and Support
	
	
	

	
	The equipment shall include:
· A minimum three-year warranty;
· Manufacturer support with a service level of at least 8×5×NBD (Next Business Day replacement);
· Hardware replacement no later than the next business day after confirmation of failure;
· Software updates throughout the warranty period;
· Or an equivalent support package for each unit supplied.
	
	
	


4. [bookmark: _Toc516849656]Prices
The Buyer shall pay the following for the delivery of Goods:
	#
	Buyer’s description
	Supplier’s description
	Unit type
	No. of units
	Unit price (EUR)
	Amount (EUR)

	1
	Software instances in accordance with the specification
	[insert description and / or product name]
	software instances
	4/150
	[insert unit price]
	[insert calculated amount]

	2
	Router in accordance with the specification
	[insert description and / or product name]
	router
	1
	[insert unit price]
	[insert calculated amount]

	3
	Services for installation, configuration and commissioning of hardware and software
	[insert description and / or product name]
	service
	1
	[insert unit price]
	[insert calculated amount]

	CONTRACT PRICE (TOTAL PRICE)
	[insert calculated total amount]


All prices are stated in Euro (EUR) net of value-added tax (VAT) and include all other customs duties, taxes and charges. The EUACI has a VAT exemption as an international technical assistance program. The EUACI Procurement Plan and Registration Card are available on the official website of the Cabinet of Ministers of Ukraine.
5. Signature
I, the undersigned, hereby declare that:
· I am empowered to represent the tenderer with mandate to establish a legal obligation on behalf of the tenderer in relation to the Buyer.
· I have familiarised myself with the information available to date concerning this tender procedure.
· The submitted tender is fully compliant with all requirements.
· The submitted tender will be deemed to be the property of the Buyer.
	Name
	[insert name of the undersigned]

	Position
	[insert position of the undersigned]

	Date
	[insert date]

	Signature
	[insert signature]
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