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TERMS OF REFERENCE
Consultancy Services for 
Deployment and Configuration of Enterprise IT services for SAPO
[bookmark: General_background_]General background
[bookmark: _Hlk223359606]The EU Anti-Corruption Initiative in Ukraine (EUACI) is the European Union’s technical support program in the area of anti-corruption in Ukraine, co-funded and implemented by the Ministry of Foreign Affairs in Denmark. The overall objective of the EUACI is to achieve significant progress in preventing and countering corruption, ensuring the coherence and systemic anti-corruption activities of state and local self-government bodies, and to empower civil society and citizens to contribute to the combatting of corruption, as well as the proper process of Ukraine’s post-war recovery. The program runs till April 2027.
The Specialized Anti-Corruption Prosecutor’s Office (SAPO) is one of the key EUACI’s partner and an independent legal entity separated from the Prosecutor General’s Office (PGO). As part of this separation, SAPO is establishing an independent IT infrastructure no longer hosted or supported by the PGO.
With the EUACI support, SAPO has completed a major upgrade of its core IT infrastructure, including structured cabling, network and server environments, and power and cooling systems. However, the newly deployed environment requires the implementation and configuration of corporate solutions for identity and user management (Microsoft Active Directory), email services (Microsoft Exchange), communications (Cisco Unified Communications Manager), network security (Fortinet FortiGate), and related PKI services, followed by end-user migration.
To finalize the establishment of a secure, resilient, and fully operational independent IT infrastructure, SAPO has requested EUACI support. In response, the EUACI seeks to engage an experienced consultant to implement the scope of work described below and achieve its objective.
[bookmark: Objective_]Objective
[bookmark: Scope_of_work_][bookmark: _Hlk223359657][bookmark: _Hlk223353672]The objective of the project is to design, deploy, and commission an integrated, secure, and resilient corporate IT infrastructure for SAPO based on enterprise Microsoft Active Directory, Microsoft Exchange, Microsoft PKI, Cisco Unified Communications Manager, and Fortinet FortiGate solutions.
The project will ensure the modernization of key IT infrastructure services, enhance the level of information security, reliability, and manageability of internal communications, and establish a foundation for the SAPO’s further digital transformation as an independent legal entity.
Scope of work
The project covers the implementation of a scope of works on the design, deployment, configuration, and commissioning of Microsoft AD, Microsoft Exchange, Microsoft PKI, Cisco UCM, as well as the configuration of networking and security functionality of Fortinet FortiGate. The works shall be carried out in stages or in parallel, taking into account information security requirements, service continuity, and the SAPO’s change management regulations.
At the design stage, the target architecture and technical design are developed, including: AD structure (OU/GPO, Sites & Services, replication), PKI topology (CA model, CRL publication, certificate templates, auto-enrolment), Exchange deployment model (high-availability or non-high-availability configuration), Cisco UCM parameters (cluster, SIP trunks, numbering plan and call routing), as well as requirements for network segmentation, access control rules, VPN, and (if required) high availability of Fortinet FortiGate. Additional requirements for server resources/VMs, network interaction, and necessary network ports are also defined.
Following approval of the technical design, deployment and configuration works are performed, including:
· Implementation/upgrade of AD and DNS, configuration of baseline GPO policies; deployment of PKI and issuance of certificates for Exchange, Cisco UCM, and Fortinet FortiGate
· Installation and configuration of Microsoft Exchange (namespace, connectors, mail flow, certificates, required DNS records)
· Deployment of Cisco UCM (cluster, SIP trunks, dial plan, integration with AD via LDAP, certificates)
· Configuration of Fortinet FortiGate, including setup of interfaces/VLANs/zones, routing, access policies, NAT/VIP, VPN (SSL/IPsec), integration with AD for authentication, configuration of security profiles, and logging (including, if required, integration with FortiAnalyzer or SIEM)
· Services for updating software on end-user workstations to ensure information security, stable operation of user systems, and full compatibility with the updated corporate IT infrastructure of SAPO.
The scope of work covers the implementation of all activities required for the achievement of project objective as outlined above.
[bookmark: Deliverables_]Deliverables
1. [bookmark: _Hlk220929312]Services for implementing Microsoft Active Directory and Microsoft Exchange solutions:
	[bookmark: _Hlk220929391]#
	Stage
	Deliverables 

	1.
	Survey (AS-IS)
	Analysis of the current state of AD/DNS, Exchange, PKI; collection of configurations/parameters; identification of dependencies and risks

	2.
	Design (HLD/LLD)
	Development of target architecture; resource/VM requirements; network port matrix; integration design; HLD/LLD coordination

	3.
	Platform preparation
	Preparation of VMs/servers, OS, updates; NTP/DNS; basic hardening; backup preparation

	4.
	Microsoft AD DS + DNS
	DC deployment/upgrade; Sites & Services; replication; DNS configuration; OU structure; rights delegation; basic GPOs

	5.
	Microsoft PKI (AD CS)
	CA deployment (Root/Issuing as needed); CDP/AIA/CRL configuration; certificate templates; autoenrollment; trust chain verification

	6.
	Microsoft Exchange
	AD preparation for Exchange; installation; configuration of basic parameters; namespace (Autodiscover/OWA); connectors; mail flow; certificate binding; DNS records


As a result, key components of the IT infrastructure will be upgraded, centralized and secure user and access management will be ensured, and the level of protection of electronic communications and the reliability of official information exchange will be improved.
Expected completion time (working days): 20
2. Cisco Unified Communications Manager implementation services:
	#
	Stage
	Deliverables

	1.
	Survey (AS-IS)
	Analysis of the current state of AD/DNS, Exchange, PKI; collection of configurations/parameters; identification of dependencies and risks

	2.
	Design (HLD/LLD)
	Development of target architecture; resource/VM requirements; network port matrix; integration design; HLD/LLD coordination

	3.
	Platform preparation
	Preparation of VMs/servers, OS, updates; NTP/DNS; basic hardening; backup preparation

	4.
	Cisco UCM
	Cluster deployment (Pub/Sub if resources are available); basic settings; SIP trunks; dial plan; users/lines/devices; LDAP integration with AD; certificates integration with AD; certificates


The implementation of Cisco Unified Communications Manager will provide a reliable and centralized business voice communications system integrated with the corporate IT infrastructure. The implementation will improve the quality of internal communications, service manageability, and resilience to failures.
[bookmark: _Hlk223089596]Expected completion time (working days): 20
3. Services for configuring Fortinet FortiGate network and security functionality:
	#
	Stage
	Deliverables

	1.
	Survey (AS-IS)
	Analysis of the current state of FortiGate; collection of configurations/parameters; identification of dependencies and risks

	2.
	Design (HLD/LLD)
	Target architecture development; resource/VM requirements; network port matrix; integration design; HLD/LLD coordination

	3.
	Platform preparation
	Preparation of VMs/servers, OS, updates; NTP/DNS; basic hardening; backup preparation

	4.
	FortiGate 
basic network
	Interfaces/VLAN/zones; routing (static/dynamic as needed); access policies; NAT/VIP; service publication

	5.
	FortiGate 
protection and logging
	UTM profiles (IPS/AV/Web/DNS/App); SSL inspection (if necessary) with corporate CA; logging, integration with FortiAnalyzer/SIEM (if necessary)

	6.
	FortiGate HA 
(if needed)
	HA configuration, synchronization, failover tests, fault tolerance testing


Implementation of this component will provide an increased level of network security, control of access to information resources, and protection from external and internal threats. The implemented solution will increase network stability, monitoring transparency, and scalability readiness.
Expected completion time (working days): 14
4. Software update services at end-user workstations:
	#
	Stage
	Deliverables

	1.
	Survey (AS-IS)
	Inventory of workstations; analysis of Windows OS versions and installed software; identification of obsolete or vulnerable components

	2.
	Preparation for update
	Work planning; coordination of schedules with departments; preparation of backup tools

	3
	Data backup
	Creating backups of user data (profiles, documents, working files, settings) before performing updates

	4.
	Windows OS updates
	Updating or reinstalling Microsoft Windows to the latest supported version; installing critical updates and security patches

	5.
	Configuring end-user workstations
	Joining the AD domain (if necessary); applying group policies (GPO)

	6.
	Data recovery and verification
	Restoring user data; verifying correct OS operation, access to corporate services (AD, Exchange, PKI, network resources)


Expected completion time (working days): 30
The expected result: user workstations updated and protected, information security risks reduced, the stability and manageability of the user IT environment improved, and workstations fully integrated with the corporate infrastructure.
[bookmark: Team_composition_and_qualifications_]Requirements for the service provider
It is envisaged that the assignment will be implemented by a team of experts familiar with the context and experienced with similar assignments. 
The contractor can propose a composition of an experts’ team, which, in his opinion, is most appropriate for the assignment.
1. General requirements
· The company must be officially registered in accordance with Ukrainian law.
· At least 3–5 years of experience in providing IT infrastructure implementation and modernization services.
· No grounds for refusal to participate in public procurement (in accordance with Ukrainian law).
2. Experience and competencies
· Proven experience in implementing at least 2–3 projects involving the implementation or modernization of Microsoft Active Directory and Exchange, Microsoft PKI (AD CS), Cisco Unified Communications Manager, Fortinet network solutions, and security tools.
· Experience in implementing complex infrastructure solutions in the public, law enforcement or corporate sector would be an advantage.
· Experience in upgrading Windows OS and migrating user workstations.
3. Staff qualifications:
The team must include certified specialists and as part of the proposal, the bidder must provide the following certificates:
· [bookmark: _Hlk223095155]At least one valid certificate in the Dell Technologies Server track (Dell Technologies SE Server)
· At least one valid Cisco certification at the CCNP level.
· At least one valid certification at the level of Fortinet Certified Fundamentals in Cybersecurity.
· At least one valid VMware Certified Professional (VCP) certification.
· At least one valid Microsoft certification (Active Directory / Windows Server / Exchange);
The team shall have experience in developing documentation and implementing solutions that take into account information security requirements.
4. Organizational requirements
· Availability of a project manager responsible for coordinating the work.
· Ensuring phased implementation of work with minimal impact on the continuity of the SAPO's activities.
· Provision of a technical documentation based on the results of the work performed.
· Conducting basic training for the SAPO's IT staff (if necessary).
[bookmark: Budget,_timeframe,_and_location_]Budget, timeframe, and location
The maximum budget for the assignment all included may not exceed EUR 15,500. The Tenderer’s financial proposal shall include all costs for a fee and project-related reimbursable expenses.
The assignment will start following a notification issued by the contracting authority, but not earlier than the date of signing the contract between the EUACI and the Consultant. The tentative start date is 25 March 2026. All activities envisaged under this contract shall be completed with a total duration of up to 3 months. The project activities are expected to take place at SAPO’s premises in Kyiv.
The consultant may request an advance payment of up to 30% of the total cost upon contract signing. The remaining 70% will be paid after the consultancy services are delivered in accordance with the requirements outlined in the Scope of Work and Deliverables of this ToR.
All payments are subject to verification of deliverable completion and approval by both SAPO and the EUACI.
[bookmark: Reporting_and_management_]Reporting and management
The performance of the Contractor will be judged upon reaching the purpose of this contract as well as obtaining its results, as indicated in the section Objective and Deliverables herein respectively. Moreover, the performance of the Contractor will be judged upon the successful implementation of all the specific activities indicated in section Scope of work of this document.
By signing the contract, the Consultant agrees to hold in trust and confidence any information or documents disclosed to the Consultant or discovered by the Consultant or prepared by the Consultant in the course of or as a result of the implementation of the contract, and agrees that it shall be used only for the contract implementation and shall not be disclosed to any third party. The Consultant also agrees not to retain copies of any written information or prototypes in its archive and for its use.
In the period until acceptance, the EUACI, Contractor, and Beneficiary will hold regular project group meetings to exchange information and seek to clarify any questions of whatsoever nature. The purpose of the project group meetings is to ensure follow-up on any activities between the meetings, and to maintain a common overview of the current stage of the project at a detailed level, based on the applicable detailed schedule, and to ensure the day-to-day progress.
[bookmark: How_to_apply_]How to apply
The deadline for submitting the proposals is 23 March 2026, 17.00 Kyiv time. All interested companies should submit:
· Filled and signed Appendix 1(portfolio of relevant projects, technical approach, CV of key staff, confirm readiness to provide service as described in 
Appendix 1)
· Financial offer
The proposal shall include the aforementioned information and should be submitted within the above deadline to serkon@um.dk CC to EUACI@um.dk indicating the subject line: SAPO Enterprise Services.
You will receive an auto-reply from the EUACI@um.dk mailbox when the offer has been received. If you do not receive an auto-reply, your offer was not received and you should contact the EUACI by phone.
Bidding language: English.
Any clarification questions regarding the bid request should be addressed to  serkon@um.dk, not later than 13 March 2026 17.00 Kyiv time.
[bookmark: Evaluation_criteria_]Evaluation criteria
Bids will be evaluated in accordance with the criteria provided below:
	#
	Criteria
	Weight

	1
	Portfolio of projects
	30%

	2
	Expert’s relevant experience, skills and competencies
	40%

	3
	Technical approach and workplan
	10%

	4
	Financial Offer
	20%


The evaluation methodology is described in Appendix 2.


[bookmark: Appendix_2:_Forms_for_Letter_of_Tender_][bookmark: _Appendix_1:_Forms]Appendix 1: Forms for Letter of Tender
The tenderer must fill in fields marked with yellow and sign this Appendix 1 before submission. The request to participate is submitted by the following:
	Name
	[insert name of company]

	Street and number
	[insert postal address]

	Postcode
	[insert postal code]

	City
	[insert city]

	Country
	[insert country]

	VAT number (or national identification number)
	[insert number]

	Internet address
	[insert URL of the company’s website]

	Contact person
	[insert name of contact person]

	E-mail
	[insert e-mail of contact person]


The applicant has performed (entered into, ongoing or finalized within the last 3 years) the following contracts of relevance to the advertised assignment (at least 3 contracts).
	No.
	Description
	Amount
	Contract period
	Recipient

	1.
	[insert nature and quantity of services provided by the applicant (and, if joint venture, by which member). If the performed services are provided in a joint venture or within a framework agreement with more economic operators, insert the quantity (per cent) performed by the applicant]
	[insert contract value]
	[insert start date and end date]
	[insert name of organisation]

	2.
	[insert nature and quantity of services provided by the applicant (and, if joint venture, by which member)]
	[insert contract value]
	[insert start date and end date]
	[insert name of organisation]

	3.
	[insert nature and quantity of services provided by the applicant (and, if joint venture, by which member)]
	[insert contract value]
	[insert start date and end date]
	[insert name of organisation]


The Supplier’s Technical Proposal 
This section to be completed by the tenderer and included in the tender.
The tenderer’s submissions will be included in the Contract and apply to the project.
Technical approach and methodology regarding the consultancy service
[bookmark: _Hlk89095447]The completed sections regarding the service should not exceed 2 pages
[The tenderer shall as part of the tender and in accordance with the requirements describe his approach and methodology in order to develop and implement the requirements to the assignment.
The Suppliers technical Approach and Methodology will be part of the evaluation in regard to the “Criteria and Method of Evaluation”. Thus, the Customer will evaluate the following:
(i) Whether the proposed approach and methodology reflects the objectives of the project
(ii) Whether activities of the project are coherent and well-defined  
(iii) Whether the tenderer has identified risk and highlighted potential issues]
(iv) The extent to which the tender fulfils the requirements] 
[bookmark: _Hlk3116521]Curriculum Vitae for Key staff 
General Qualifications, Adequacy for the assignment and Experience in the Region and Language
The tenderer is to complete and submit a CV for each of its key employees based on the format below.
Each completed CV should not exceed 3 pages.
	Assignment: 

	Proposed position on the proposed team:

	1. PERSONAL DATA

	Family name:

	First Name(s):


	2. EMPLOYMENT RECORD (GENERAL EXPERIENCE)	
(Most recent employment first)

	Employer's company name:
	Period of service and length:
	Position / nature of the tasks performed / level of responsibility: 

	
	
	

	
	
	

	
	
	

	
	
	

	3. EDUCATION AND TRAINING
(Most recent completed education and or training first)

	Institution (University, etc.), city and country:

	Length of education
Date: from (month/year) to (month/year)
	Degree/Diploma obtained:


	
	
	

	
	
	

	
	
	

	4. EXPERIENCE IN THE SPECIFIC FIELD DIRECTLY RELEVANT TO THE ASSIGNMENT AND THE PROPOSED POSITION
(Indicate the following information for those assignments that best illustrate the experience in the specific field relevant to the assignment and the proposed position, including the obtained results) (Add number of assignments as applicable)

	Name of assignment
	 

	Period of service and length: from (month/year) to (month/year)
	

	Location 
	

	Client 
	

	Main project features
	

	Position held
	

	Activities performed
	

	Obtained results
	

	5. LANGUAGE SKILLS OF RELEVANCE TO THE ASSIGNMENT 
(State knowledge of the language in the country of assignment and of the contract 

	Language:
	Formal Education:
	Understanding level:
	Speaking level:
	Writing level:

	
	
	
	
	

	
	
	
	
	

	6. OTHER INFORMATION OF RELEVANS TO THE ASSIGNMENT

	


[image: ]
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[bookmark: Appendix_3:_Method_of_Evaluation__][bookmark: _Appendix_2:_Method]Appendix 2: Method of Evaluation

[image: ]
image2.emf
Maximun budget: € 15,500.00

Calculation of score for the budget proposals

Bidder Budget, EUR net of VAT Score

Tenderer 1

€ 0.00 #DIV/0!

Tenderer 2

€ 0.00 #DIV/0!

Tenderer 3 € 0.00 #DIV/0!

# Criteria Weight Tenderer 1 Tenderer 2 Tenderer 3

1 Portfolio of previous projects 30%

2

Relevant experience, skills and 

competencies

40%

3 Description of approach and workplan 10%

4 Financial Offer (budget) 20% #DIV/0! #DIV/0! #DIV/0!

Final score #DIV/0! #DIV/0! #DIV/0!

The responsible unit will calculate the total score of the tender by weighting and adding the points in relation to Quality and the 

points in relation to Price. The tender with the highest score is deemed as the most economically advantageous tender and will be 

awarded the contract.

0: Unacceptable

8: Exceptional

7: Very Good

5: Above Expectations

4: Satisfactory

3: Below Expectations

2: Poor

1: Very Poor

In the evaluation of the sub-criteria related to Quality, the responsible unit will consider the extent to which the tender fulfils the 

wishes listed in the ToR, on the basis of the descriptions given in Appendix 1.

The points will be awarded individually. Therefore, it is possible that no tender will be awarded maximum points, just as two or 

more tenders may be awarded the same number of points.

Points in relation to Price = lowest Price * 8 / Price

Tenders that fail to achieve the minimum level of performance (total score in relation to Quality) are considered unacceptable and 

will be rejected.

Provided that the responsible unit has stated a maximum budget (EUR) net of VAT, tenders will be rejected if the Contract Price as 

quoted in Financial Offer exceeds the responsible unit's maximum budget.

The responsible unit will evaluate the Price on the basis of the Contract Price as defined in the ToR and quoted in Financial Offer net 

of VAT and award a nummerical score on a scale from 0 to 8.

The tender with the lowest Price will be awarded a score of 8 points and the other tenders will be awarded points using the 

following formula:

Contract title:  Establishment of Enterprise IT-services for SAPO

Evaluation Form



6: Good

Method of Evaluation

The most economically advantageous tender will be identified based on the award criterion “best price-quality ratio” and the award 

criteria above.

A numerical score is allocated to each of the sub-criteria in relation to Quality depending on the assessed level of performance on a 

scale from 0 (Unacceptable) to 8 (Exceptional).
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